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A fundamental challenge for product-lifecycle management in collaborative value networks is to utilize the
vast amount of product information available from heterogeneous sources in order to improve business an-
alytics, decision support, and processes. This becomes even more challenging if those sources are distributed
across multiple organizations. Federations of semantic information services, combining service-orientation
and semantic technologies, provide a promising solution for this problem. However, without proper mea-
sures to establish information security, companies will be reluctant to join an information federation,
which could lead to serious adoption barriers.
Following the design science paradigm, this paper presents general objectives and a process for designing
a secure federation of semantic information services. Furthermore, new as well as established security mea-
sures are discussed. Here, our contributions include an access-control enforcement system for semantic infor-
mation services and a process for modeling access-control policies across organizations. In addition, a
comprehensive security architecture is presented. An implementation of the architecture in the context of
an application scenario and several performance experiments demonstrate the practical viability of our
approach.

© 2012 Elsevier B.V. All rights reserved.
1. Introduction

Increasing global market competition raises the pressure on corpo-
rations in collaborative value networks to cooperate more closely and
enhance their interorganizational information flow to improve support
services, business analysis, and decisionmaking. In particular in product
lifecycle management [3], the vast amount and detail of business infor-
mation already available in manufacturing and supply chain networks
is increasing with the adoption of new information technologies. Im-
portant new information sources include Radio-Frequency Identification
(RFID) and the EPCglobal Network [63], the “Internet of Things” includ-
ing sensor networks inmanufacturing, operations and logistics, but also
new social technologies leveraging information from customers and
employees, such as blogs, online fora and social networks.
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A fundamental challenge for traditional corporate business intelli-
gence in collaborating enterprises is the collection, refinement, and
comprehensive presentation of the huge amount of product informa-
tion available from legacy business databases and those emerging
technologies in order to improve business analytics, decision support,
and processes, in particular if relevant information is distributed
across multiple organizations [3]. Information federations, based on
service-orientation and semantic web technologies [9], are a promis-
ing solution to this challenge [8]. Service orientation is an important
paradigm in technology and management for achieving increased
flexibility and business integration [19,68]. The Aletheia project [55],
a collaboration of major European organizations in research and in-
dustry, targets the development of a reference semantic information
federation [40,79], based on a Service-Oriented Architecture (SOA).

The aim of Aletheia is the creation, federation, analysis, and pre-
sentation of relevant information across all phases of the product life-
cycle for decision support (Fig. 1). With the help of semantic models
in the form of ontologies, information is extracted from heteroge-
neous sources into semantic repositories. Information sources include
corporate databases, office and email documents, but also RFID and
sensor networks, public Web sites, and blogs. In order to exchange
information between partners in a service-oriented federation based
on semantic technologies, specific services are needed that can be
accessed by corporate applications, business partners, and end users
of a product searching for information. We define a Semantic
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Fig. 1. Aletheia—business decision support for the product lifecycle.
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Information Service as a web service that provides the capability to
query semantic repositories and returns information in a semantic
data format.1

Though on the one hand the business value of increased informa-
tion exchange is expected to be high (Section 2.1), on the other hand
protecting confidentiality and integrity of information as an economic
asset becomes crucial and a potential barrier to participation in an in-
formation federation. Examples for confidential information include
personal information of employees and customers, financial and pric-
ing data for products, as well as research and design information in
product and service development. The need for information security
is supported by investigations on the business impact of confidential-
ity and integrity loss of corporate information. For example, [15]
assessed an average loss of 2.1% of a company's market value within
two days of a confidentiality breach announcement, resulting in an
average loss in market capitalization of 1.65 billion dollars per breach.
Goel and Shawky [26] found a statistically significant average loss of
1% of the firm market value around the event date of a security
breach. Acquisti et al. [2] focused on privacy breaches, i.e., the expo-
sure of personal information due to lack or failures of security mech-
anisms, indicating a cumulated average loss of 0.6% of the market
value.

Already in 2006, Gartner [25] expected cyber-threats for SOA and
information mashup to become more acute. Today, the maturity of
SOA and semantic technologies as enabling technologies has consid-
erably increased, and so have associated threats. Accordingly, for in-
formation federation and SOA architectures to thrive, participating
companies must be able to control cross-company information flow
and tailor it precisely to the amount that partners need to know for
optimizing common business goals [22]. Strong emphasis must be
placed on the protection of information against unauthorized access,
a necessary precondition to fulfill confidentiality and integrity re-
quirements of the various business stakeholders involved. As our
literature review revealed (Section 2), there are no security architec-
tures available that provide a comprehensive security solution for
semantic, SOA-based information federations.

In order to close this research gap, our article presents a holistic
approach for organizational and technical measures in order to pro-
vide a secure federation of semantic information services between or-
ganizations. Our research follows the design science paradigm [33],
1 This term is different from semantic web service, which denotes a class of services
that are described by a mark-up using formal semantics, e.g., in order to facilitate its
discovery and composition [52].
especially the consolidated research process activities established by
[69] (Problem Identification and Motivation, Objectives of a Solution,
Design and Development, Demonstration, Evaluation, and Communi-
cation by means of this article). This is also reflected in the structure
of our paper and the following outline of our contributions.

First, information federation benefits and security challenges are
discussed in Section 2, corresponding objectives of our work are
established, and related work on security for information sharing is
presented. In Section 3, we present our main contributions. First we
describe a general process of designing a security architecture for
federating semantic information services, and describe protection
measures to meet the objectives. In particular, as the second major
contribution, we present an access-control system for protecting se-
mantic information services, capable of enforcing security policies in
information federations based on semantic technologies. As our
third contribution, we investigate organizational aspects of security
design, and present a role-engineering process for interorganizational
access-control policies. Furthermore, an implementation of our infra-
structure, a demonstration in the context of an application scenario
(Section 4), and an evaluation section, including several technical ex-
periments, demonstrate the practical feasibility and, with respect to a
low latency overhead, usability of our architecture (Section 5). A dis-
cussion, proposals for future work, and practical and managerial impli-
cations are presented in Section 6, before we conclude in Section 7.

2. Security challenges and objectives

2.1. Benefits of information sharing

Before turning the focus to security challenges, we first emphasize
the benefits of information sharing in corporate environments by a
short literature survey. In supply chain management and operations
research literature, information sharing between cooperating busi-
ness partners in supply networks has been shown to be beneficial
for all participating companies in order to reduce demand risks
[13,16,27], in particular to counter the so-called bullwhip effect [43].
However, many structural, organizational, and information quality
factors must be considered [73]. An empirical investigation of factors
positively influencing information sharing in supply chains is given
in [44], including trust and a shared vision. A framework for the inves-
tigation of trust and conflict in information sharing is presented by
[67], where also trust-generating strategies are analyzed. Results
from [46] indicate that various information-sharing schemes improve
supply chain performance, and extensive sharing of multiple types
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of information in supply chains has advantages in volatile market con-
ditions. In addition to demand information, the sharing of further in-
formation categories such as product histories and customer
feedback on product quality can prove beneficial in product-lifecycle
management in complex value chains, for example to foster efficient
and advanced business analytics [78].

Earlier research on technology for information federations in prod-
uct lifecycle management [3] is intrinsically related to enterprise in-
formation integration [28]. In order to exchange manufacturing data,
some rudimentary standards such as STEP have been developed [30].
However, with the advent of Semantic Web technologies [9], several
researchers proposed their use for intra- and inter-corporate informa-
tion integration [5,36,48,83]. An overview on leveraging SOA for sup-
ply chains and manufacturing is presented in [14].

2.2. Security challenges for information sharing

When companies are gathering to form an information federation,
several security challenges arise, as was motivated in the introduc-
tion. An established categorization of security requirements is the
classical “CIA triad” (confidentiality, integrity, and availability) [57].
Since the availability problem affects every service on the Internet
and can be considered as part of general research toward increasing
service reliability and robustness, we focus on confidentiality and
integrity in our current article. Integrity involves safeguarding the
accuracy and completeness of information assets [57]. This involves
the protection of information against unauthorized modification,
especially during transfer. Confidentiality is the requirement that
information is not made available or disclosed to unauthorized
individuals, entities, or processes [57]. It refers to the protection of
information against unauthorized access.

With respect to confidentiality, several questions should be
answered by the management of each participating company. First,
which internal information should be shared with specific partners
in order to realize the anticipated benefits of the federation? Second,
what information is considered confidential and must be kept inter-
nal? And not the least, can the decision to let someone access internal
information of company A be transferred to another company B
(implying strong trust), or should every access limitation be enforced
locally? In addition, confidentiality of information must be protected
during transfer and storage on local and remote servers. These general
security requirements have also been empirically confirmed as rele-
vant with the help of industry partners in a previous case study on
information federation in the industrial service sector [41].

2.3. Security objectives

In the context of information federations, these general security
requirements can be refined by establishing four major layers of secu-
rity objectives and corresponding technical and organizational
measures (Fig. 2, left). Intuitively, protecting confidentiality involves
a decision who should have access to what information. This implies
that the system has to distinguish between its users. The first objec-
tive of federated authentication (the lowest layer in Fig. 2) concerns
the fundamental problem of providing and verifying digital identities
for entities in information federations.
Federated Authentication

Network Security

(Semantic-Aware) Access Control

SOA Security WS-Security Standards, XML Encryption, ...

SSL/TLS, VPN, Firewalls ...

Federated Identity Management, 
Single Sign-On Systems

XACML, SemForce (newly developed)

Fig. 2. Security objectives and measures.
Identity providers are services responsible for storing, authenticat-
ing and tracking user identities during their operations and interactions
with corporate information systems. But in information federations,
users usually belong to different security domains, e.g., to different com-
panies. For a federation, one could implement a new, single, and central
identity provider, thus creating a new security domain dedicated exclu-
sively to the information federation. Though straightforward and tech-
nically viable, this solution does not follow a decentralized federation
paradigm and could involve a high operational load and complexity.
Furthermore, with respect to usability, this approach results in users
having an extra set of credentials that are used exclusively for accessing
the federation services. Finally, all participating companiesmust trust in
the correct and secure operation and management of this central iden-
tity provider. As an alternative, one could prefer the flexibility of using
individually administrated and often historically grown local identity
providers, and create a federation of these existing identity stores. A
federated identity system enables the portability of the existing identi-
ties between several security domains, thus reducing the number of
identities a user has to keep track of.

The second security objective in Fig. 2 aggregates classical protec-
tion measures from network security for protecting information flow
from eavesdropping or modification by an external adversary. Exten-
ding classical network security, the third objective of SOA security is
to provide capabilities for protecting a service-oriented architecture.
Here, web services messages should be protected from end to end, in
particular if they are forwarded by multiple services and cross multi-
ple (application layer) hops in complex SOA infrastructures [35].

Turning to the fourth objective in Fig. 2, an important strategy for
satisfying confidentiality and integrity requirements in information
storage systems is to provide mechanisms for access control: detailed
policies should determine who has access to certain information, possi-
bly taking also different contexts into account. The currently established
de facto standard for access control is based on roles: Role-Based Access
Control (RBAC). Users aremapped onto roles, which in turn aremapped
onto permission sets [23,65,74], for a comprehensive introduction see
[24]. RBAC enables the creation of role hierarchies and permission in-
heritance, and facilitates policy-changemanagement in typical business
environments where user population changes frequently.

Moreover, access control for semantic information services must
be semantic-aware. When information is processed and exchanged
by semantic information services, it is transformed into specific
machine-understandable data formats and annotations, which de-
scribe the semantics and also allow performing automatic reasoning
in context of a formal ontology. This ontology defines objects, their
properties, and relations, and thus provides the vocabulary and
corresponding semantics describing the domain, such as a product
lifecycle. The semantic repositories of the stakeholders will contain
statements about entities of this domain. Confidentiality and integrity
requirements on the information stored in semantic repositories
demand security mechanisms that are semantic-aware, i.e., they are
not only able to protect SOA communication, but are also capable of
analyzing and protecting semantic technologies involvedwith seman-
tic information services, such as the Resource Description Framework
(RDF) data format [71] and the corresponding query language SPARQL
Protocol And RDF Query Language (SPARQL) [62].

As will be discussed in Section 3, the design process for a compre-
hensive security architecture involves at every objective layer deci-
sions on adopting centralized or decentralized security measures.
This decision involves a careful consideration of inter-organizational
trust, power structure, and control—similar to the decision of actually
participating in the federation at all.

2.4. Related work on security for information sharing

In the following, we discuss further related work on providing secu-
rity for corporate information sharing. We organize the presentation
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according to the layered security objectives identified in Fig. 2, where
example technologies are given on the right-hand side. For an overview,
[75] addresses confidentiality and privacy concerns and presents a gen-
eral research framework for secure and useful data sharing. A general
overview on technical standards for data sharing and their security is
presented by [31].

As a basis for authentication, identity management provides digital
identities and corresponding roles as part of the so-called user life-
cycle [80]. Those entities encompass human users, services, and some-
times even network nodes. Usually, corporationsmanage identities by
deploying an identity provider. Classical examples are identity stores
based on Lightweight Directory Access Protocol (LDAP) or Microsoft
Active Directory. Federation of identities is supported by the OASIS
standard Security Assertion Markup Language (SAML) [59]. Federated
identity management and single sign-on systems are solutions that
are already used in practice, but are also still the subject of further
research, in particular with respect to privacy [29].

For network security, common measures include Secure Sockets
Layer (SSL) or its newer variant Transport Layer Security (TLS) [21],
which are capable of protecting application data that is transmitted
using the Transmission Control Protocol (TCP). An example of such a
protocol is the Hypertext Transfer Protocol (HTTP), which is com-
monly used for web services. Similarly, Virtual Private Networks
(VPN) protect information flows from external adversaries [17]. It
is important to note that SSL, TLS, and VPN are only protecting a di-
rect communication process between authenticated communication
partners. Once one partner sends the received information to a third
partner, a second secure connection must be established indepen-
dently of the first.

Concerning SOA security, [38] strongly recommends integrating
security into SOA from the start. A comprehensive guide to many
practical aspects of SOA security is [35]. For protecting message con-
fidentiality and integrity, a suite of protocols calledWeb Services Secu-
rity (WS-Security or WSS) has been developed by OASIS for ensuring
end-to-end security in complex web-service architectures based on
the Simple Object Access Protocol (SOAP). In addition to other associat-
ed mechanisms, it protects SOAP messages by protocols such as XML
Signature and XML Encryption [60] for the fundamental standard
Extensible Markup Language (XML). However, in less complex infra-
structures, classical mechanisms such as TLS could be sufficient and
are in general less complex to administer.
Central Identity Provider 
and Authentication

Federated Identity 
Management and 

Authentication

Central Design of  Access 
Control Policies

Decentralized Design of 
Access Control Policies

Cross-Domain 
Role and Policy 

Engineering 

Distribution and 
Change Management of 
Access Control Policies

Central Access Control Policies?

Central Identities 
and Authentication?

Acceptable for 
Participating
Companies Not Acceptable 

Acceptable for 
Participating
Companies Not Acceptable 

Fig. 3. Decision process for design
Access control and disclosure control in general have a long history
in research, which we cannot extensively discuss in this paper. An in-
fluential standard for defining access-control policies and roles has
been developed by the OASIS consortium, the Extensible Access Control
Markup Language (XACML) [54]. Security policies in distributed envi-
ronments using XACML are discussed by [47] and [51]. [50] describes
policy integration algorithms that could become relevant if a central
policy administration point for the whole information federation is
acceptable for all partners. In contrast, in this paper we focus on
decentralized control and policy administration.

Only a few research articles address the specific issues of providing
access control for semantic repositories. An introduction and high-
level survey on many aspects of semantic web security is presented
in [77]. Furthermore, some theoretical designs for this specific chal-
lenge have been proposed [1,34], some also aim to support access-
control decision by semantic technologies [37]. Though [70] provides
an interesting design for policy enforcement and management on
semantic data, its implementation status and further availability are
unclear. An approach for access control of distributed workflows
using XACML and RDF can be found in [20], but RDF is only used as a
format for communicating context during access-control decisions.
[18] describes an XACML modification supporting Semantic Web ex-
tensions, but the focus is on authentication and not authorization, lac-
king the implementation of policy enforcement and decision points.

At present, we are not aware of any other available security architec-
ture that provides an appropriate semantic-aware access control. In
contrast, our semantic-aware access control mechanism SemForce, de-
scribed in Section 3.6, uses a fine-grained level of policy formulation
for access on semantic resources, and is based on the established stan-
dard XACML. Furthermore, SemForce is not restricted to RDF and
SPARQL, but is designed to be easily extendible by providing additional
query-processing engines.

3. Design and implementation — security architecture for
information federations

3.1. Design process for a security architecture

In the following, we present the step-by-step design process of a
security architecture for federations of semantic information services,
in order to achieve high generalizability and to illustrate the process
cation 
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of integrating security components. This process involves several de-
cisions concerning the centralization of trust and scalability (Fig. 3).

First, concerning the provisioning of identities and authentication
procedures, it must be decided if a central identity provider is accept-
able for all participating companies, and if the central management
overhead of this approach is scalable for the planned federation. Sim-
ilar decisions have to bemadewith respect to access control, as well as
for policy design, administration, and enforcement. In the case of a
decentralized policy design, a common business process for cross-
domain role and policy engineering must be applied, such as the one
we propose in Section 3.7. Furthermore, the question of centrality re-
surfaces in the domain of network and SOA security where truly
decentralized trust mechanisms are subject to active research, but
have not beenwidely applied and tested in practice, yet. In the follow-
ing, we describe the architecture-design process using Aletheia as a
reference federation.

3.2. Aletheia information federation

Aletheia [55] is an information federation for product-lifecycle
management (Fig. 1). Relevant lifecycle phases [3] include product-
requirement analysis, product design and development, manufactur-
ing, sales, operation, customer management, maintenance, recycling,
and interconnecting logistics processes.

Collaborating business partners will form a small-scale and closed
membership peer-to-peer network based on web services. However,
even though in theory all peers should be equivalent, certain organiza-
tions may in practice still adopt specific functions in the federation,
such as membership control or updating of software components.
Interorganizational communication in Aletheia, such as semantic
queries for product information, is conducted via special proxy
nodes deployed in each company, the Aletheia Service Hubs (ASH)
[79]. These service-oriented federation hubs are responsible for infor-
mation requests between companies, distributed indexing of services
and information, and also act as gateways for internal information re-
quests. They store the global and company-specific parts of ontologies,
and conduct the extraction, semantic analysis, and categorization of
the information available in the domain of the local company.

In the basic federation, every participant A would access all data
directly without any security measures (Fig. 4a). This scenario serves
as the initial state of a federation of semantic information services and
as a baseline in later performance experiments that investigate the
possible overhead of security mechanisms. Company A accesses its
own store, and the stores of companies B and C remotely via its own
 Semantic 
Store A

Company A

Internal 
Client

Information Service
Access

Company C

 Semantic 
Store C

 Semantic 
Store B

Federation 
Hub

Federation 
Hub

Company B

Federation 
Hub

(a) Basic Federated Information Access

Fig. 4. Addition of security components in
and the respective remote federation hubs as service gateways. Access
is symmetrical for each company (so also B accesses A and C remotely,
and similar for C).

3.3. Overview of the Aletheia security architecture

Since this basic federation architecture is insecure, it must be ex-
tended by security mechanisms where possible to satisfy the security
objectives (see Section 2). Primarily, there is a need for access control
to information and services, involving authentication and authoriza-
tion. This corresponds to both the lowest (3) and highest (8) objective
layers of Fig. 2. The extended architecture depicted in Fig. 4b provides
a solution formeeting these objectives. First, every company leverages
an identity provider for internal user and service identities as well as
for corresponding roles. These identity providers should be federated
in order to enable a user at company A to authenticate using his or her
local credentials at the federation hub of company A, and use this au-
thentication also for the information access at companies B and C if
those companies authorize the authenticated identity for access.

Every access attempt to internal information services is controlled
locally by an access-control component of each company involved.
For our architecture, we developed SemForce, a semantic-aware
access-control decision and enforcement point, which we discuss in
Section 3.6. This component can be deployed as an independent set
of security services, or can be directly integrated into the federation
hub.

3.4. Aletheia-SSO—federated authentication

In order to protect access to resources in Aletheia, individuals and
roles have to be identified. In our project, no central identity provider
for the whole federation should be installed since participating
companies are very independent of each other and leverage existing
identity providers. Instead, local control over identities and user cre-
dentials should be maintained. The authentication of entities, as well
as their assignment to roles is the task of an authentication component
(the lowest layer of Fig. 2). Within each company, individual identity
providers that also include authentication components are already
established (e.g., Active Directory, LDAP) and should be reused for
Aletheia. Each company registers new users, clients, or services to
these local identity providers, which need to be federated in order to
provide a capability for shared identity and role information and for
single-sign on throughout Aletheia.
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order to protect information access.
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For Aletheia, we systematically evaluated existing identity manage-

ment frameworks in terms of suitability for our security architecture.
Selection criteria included the exact set of functionality provided, the
existence of an active user community, and the frequency of releases
and updates. As basis for our federated authentication system Aletheia
Single-Sign On (Aletheia-SSO), we selected and adopted components
from the open-source project OpenSSO [61]. With OpenSSO, it is possi-
ble to use existing or define new subjects (i.e., users and roles). The
OpenSSO implementation can be integrated into any web application
or web service. Every access to this application and service will then
first be intercepted and handled by OpenSSO. Once an entity, such as
a user, has been authenticated, OpenSSO assigns her a token. The user
can then confirm her identity and role to any web application and ser-
vice by sending this token.

3.5. SOA and network security

In general, all communications between services and clients with-
in the information federation need to be protected. This involves the
middle layers of Fig. 2. As discussed in Section 2, the choice of protec-
tion measures depends on the complexity of the SOAmessage routing
and the web service protocols involved, and cannot be made final at
the abstract level of discussion in this section. The WSS protocol
suite should be employed if messages are often routed across several
service hops in multiple domains, for example if an information re-
quest involves multi-hop information transfer from an information
source in company B to a client in company A, as shown in Fig. 4b.

Moreover, one has to consider if authenticity of the information
should also later be provable for non-repudiation. In this case, storage
of the original message—in addition to the semantic data extracted
from the message—including its original XML signature issued by
company B could be useful. In simpler scenarios, or if the web service
protocols are not based on SOAP, the classical SSL or TLS protocols
should be preferred. If the membership set of the federation is not
large and very stable, a VPN solution and the formation of a protected
Extranet ([17], p. 247), tunneling all federation communication over
secure virtual connections, could be an alternatively viable approach.

All SOA and network security measures must provide means to
identify and authenticate services and the nodes that are communi-
cating. An important scalable measure in network security engineer-
ing is to use public-key cryptography and certificates, which are
binding identities to public keys. In order to issue and manage certif-
icates, a Certification Authority (CA) is used. In larger infrastructures,
hierarchies of CAs would form a Public-Key Infrastructure (PKI). Clas-
sical CAs and PKI involve a central entity as the root of trust, which
may be considered as a violation of the paradigm of forming a feder-
ation of equal peers in some application scenarios. In research, several
approaches for distributing trust have been proposed, see [82] for
distributed CAs, and [45] for a general overview on trust in distribut-
ed systems. Adoption of such decentralized trust systems is still a
challenge for information systems research and practice. Because
some Aletheia components are using Representational State Transfer
(REST), we decided to use TLS as the main communication-security
mechanism for our implementation, which can be used to secure
both approaches. In order to avoid a single, central CA for the federa-
tion, we recommend using official TLS certificates signed by well-
known, Internet-wide CAs.

3.6. SemForce—authorization and semantic-aware access control

The actual authorization and enforcement of access control are
conducted by an interplay of several security components of our archi-
tecture. Since we use XACML as language to define and transmit RBAC
policies (Section 2), we also adopted the XACML security-architecture
model. This includes a Policy-Administration Point (PAP) for adminis-
tering policies, a Policy-Decision Point (PDP) for matching incoming
requests and their roles to the policy base and issuing permissions or
denials of access. Furthermore, we provide a Policy-Enforcement Point
(PEP) that is responsible for enforcing the decision in the particular
service environment. Since no PEP or PDP for semantic repositories
existed, we designed and developed a new solution for enforcing
access-control policies for semantic information services, the SemForce
PEP and SemForce PDP. These SemForce components can be all deployed
on the same server, or as distributed services over the network.

The default query language used within SemForce is SPARQL [62],
but also further query languages and protocols can be supported by
a plug‐in mechanism that loads corresponding query-processing en-
gines during runtime. The store protected by SemForce may be any
semantic data store that is compatible with RDF [71], for example
the open source Jena framework [58] that we used for our own imple-
mentation and experiments.

SemForce follows a query-rewrite approach: The access-control
policy is enforced by rewriting the SPARQL query and extending it
by filtering statements in order to prevent access to non-permitted
resources. This includes an analysis of resources explicitly mentioned
in the query, but also of implicit resources that would be returned by
inference of the reasoning engine within the repository. An alterna-
tive approach for semantic-aware access control could be the creation
of views in the semantic repository in order to enforce the policies.
The view generation, however, is resource-intensive and would
have to be repeated for each change in the access-control policies.

A further advantage of the rewriting approach is that performance
optimization and materialization strategies can be considered sepa-
rately. Moreover, SemForceworks with different repository implemen-
tations and serves as an independent service for audit and control. In
order to support the service-oriented architecture of the Aletheia feder-
ation, we implemented SemForce as a web service based on SOAP.

3.7. Decentralized access-control management

Accompanying the development of technical components for a
security architecture, an important organizational challenge is to
develop and manage access-control policies for information federa-
tions. This is due to the full organizational complexity of the federated
information landscape. Concerning role modeling within a single
organization, in [32], a goal-driven role engineering process is intro-
duced, which does not reflect business scenarios. Organizational
structures are used by [49] in order to model access-control policies
by applying the SI* modeling notation, which was originally devel-
oped for socio-technical systems. [7] developed their own modeling
notation SecureUML, though policy development for roles and access-
control was not a focus of their work. A mapping between XACML and
the Business Process Modeling Notation (BPMN) is developed and ap-
plied to a banking industry scenario by [81].

One of the most prominent approaches was presented in [65,76].
These articles describe scenario-driven role engineering, a methodol-
ogy for reducing the complexity of developing an organization-
specific RBAC model within one single domain. Fig. 5 depicts the con-
trol flow of the scenario-driven role-engineering process for a single
company A in the upper part of the diagram. First, (1) the underlying
scenario has to be determined and modeled. This can be achieved
through structured text or any suitable diagrammatic model. Scenar-
ios consist of several steps and each of them can occur in multiple sce-
narios. A step activates an action, which is defined by an operation
and a target object. Based on the defined scenarios, (2) permissions
are derived, which are in turn used for defining tasks. In addition,
(3) constraints are defined. After all these steps have been completed,
(4) the model has to be checked and refined. If the model does not
represent the scenario correctly, it has to be improved. If the model
is complete, in the next step (5) work profiles have to be derived
from the defined tasks. These work profiles (6) function as provisional
roles, which are used for (7) defining the RBAC model. A final check
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determines if the RBACmodel is complete or if the model has to be re-
fined; for details see [65,76].

All of the presented approaches have one shortcoming in common:
they do not address the interorganizational aspect, which is key for our
research on federations of semantic information services. This issue of
cross-company information exchange is currently also intensively
discussed in the business-process management community with re-
spect to process choreographies. Considering that some approaches
for extracting RBACmodels from process models have already been de-
veloped [53], an extension of the scenario-driven role-engineering pro-
cess through the coordination of inter-organizational choreography of
stakeholders by using a common business process modeling language
seemed promising and was developed for Aletheia.

The box entitled Cross-Domain Scenario-Driven Role Engineering in
Fig. 5 displays an extension of the scenario-driven role engineering
approach of [65,76], including cross-company information exchange
at crucial points of the engineering process: in step (4), the refining
of the scenario model, and step (7), the definition of the RBAC
model. Based on this theoretical extension and the presented research
gap identified, we developed the BPAX converter for modeling access-
control policies in an interactive, systematic and collaborative way by
using process-choreography models, for details see [42].

However, design of access-control policies in practice is a task that
involves a deep background knowledge on business processes, and
must be strongly supported by management. It must be handled
with due care and sufficient time since it cannot be fully automatized.
In information federations, it also involves dedicated coordination
activities between process experts and policy administrators from
cooperating companies.

3.8. Security and power structures

We conclude the description of the security architecture design
process with a general remark on centrality and power structure. In
an application scenario where the main motivation for a federated
design is the avoidance of central points of failure or control, also all
security measures must be investigated in order to prevent the
reintroduction of centralized elements into the architecture. In
other application scenarios, hybrid designs involving a mixture of
centralized or decentralized security components may be less critical,
except for possible performance or management bottlenecks. In any
case, power structures in security should be analyzed carefully by ex-
perts and management during security design.

4. Demonstration—secure information federation in the industrial
service sector

For illustration of the practical usefulness of our security architec-
ture, we conceptually applied it to a real-world application scenario
from the domain of an industry partner in the Aletheia project. The
scenario is displayed in Fig. 6, and was originally discussed in our
previous research [40,41]. In this application scenario from the main-
tenance phase of the product lifecycle, we focus on the industrial ser-
vice sector, in particular on a service technician conducting a service
job. The three companies involved are depicted in dashed circles:
the Industrial Service Provider (SP), the Partner Company (PC), and the
Logistics Provider (LP).

The main business processes in this application scenario are as fol-
lows. The partner technician belongs to the Partner Company, which
was subcontracted by the Industrial Service Provider to conduct a ser-
vice job, i.e., to repair a defective part at a customer site—here a power
plant of an electric power provider. On the one hand, the technician
has to access company internal resources for the preparation of the
service job such as information provided by the internal enterprise re-
source planning system of the Partner Company. On the other hand,
she needs access to the federated information from the distributed se-
mantic repositories in order to conduct the service job, including his-
toric information of previous service jobs and documentation from
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both the Industrial Service Provider and the Partner Company. The in-
formation exchange takes place via the Aletheia Service Hubs (ASH).

We will now introduce and explain the interplay of the security
components by two sample information requests from the application
scenario in Fig. 6. Both queries are executed by the Partner Company
technician. Whereas query A targets the internal semantic repository
of the Partner Company only, query B needs to contact the semantic
repositories in both domains of the Industrial Service Provider and
the Partner Company, thus requiring a federated management of in-
formation and identity. Access-control policies have been engineered
earlier at the Policy Administration Points.

Authentication and authorization for request A are conducted as
follows: In step (A1) in Fig. 6, the partner technician requests infor-
mation from the local semantic repository via the Aletheia GUI. This
request is directed to the ASH (A2), which demands authentication
from the user and forwards the request to the local Aletheia-SSO
node (A3). The latter authenticates the technician with the help of
the identity provider of the Partner Company, here an LDAP Server.
This information is transferred back to the ASH, which then sends
the query to the SemForce PEP (A5). Before the query can be executed
on the semantic resources, the PDP has to check the roles and associ-
ated access-control policies assigned to the partner technician, and in-
forms the SemForce PEP which resources the user is allowed to access
(A6). If necessary, the SemForce PEP rewrites the query according to
the information provided by the PDP and enforces the access-control
policies on the semantic repository (A7). The results are then dis-
played to the technician via the Aletheia GUI.

Request B is an information query that requires federation, e.g., a re-
quest for all information about a defective device from the domain of
the Partner Company as well as the Industrial Service Provider. Again,
the partner technician sends her request via the Aletheia GUI (B1) to
her ASH (B2). The ASH of the Partner Company routes the request to
the ASH of the Industrial Service Provider (B3). Both ASHs request
their local Aletheia-SSO nodes for authentication (B4a/b). Since the
Active Directory of the Industrial Service Provider is not able to authen-
ticate the service technician, the authentication request is directed to
the Aletheia-SSO Node of the Partner Company (B5). There, the service
technician is authenticated by the Partner Company's LDAP Server (B6).

The corresponding authentication token is transferred to the ASH
in the respective domains and is used for identifying the user and
her role during the information requests to both SemForce PEPs
(B7a/b). The PEPs contact the PDPs for an access decision (B8a/b). If
necessary, the PEPs then rewrite the queries according to the
information provided by the PDP, and enforce the access-control pol-
icies on the semantic repositories (B9a/b). The query results of the In-
dustrial Service Provider are then transferred from its ASH to the ASH
of the Partner Company (B10), where they are merged and presented
to the technician via the Aletheia GUI.

5. Evaluation

5.1. Reflection of the design based on the objectives

In Section 2.3, we refined the stakeholder requirements of confi-
dentiality and integrity in the context of information federations into
four layers of security objectives (Fig. 2): Federated authentication,
network and SOA security, semantic-aware access control. These ob-
jectives are fulfilled by our architecture: Authentication is provided
by Aletheia-SSO that is federating existing identity providers in each
company for cross-company single sign-on. In our design, network se-
curity (confidentiality, integrity) is generally provided by TLS, where-
as for securing multi-hop SOAP message exchange, WSS would be
adopted. Our architecture provides access control in the form of RBAC.
Corresponding XACML policies are tailored by an interorganizational
process and enforced by several SemForce instances, each under local
control of the respective company.

A complete and holistic view on all facets of practical security for
critical deployments is out of the scope of our research and this article.
For example, potential security flaws in TLS implementations would
also affect our infrastructure. But since we chose to adopt established
security protocols where possible, such flaws would be quickly fixed
by a larger community. For mission-critical applications, a verified se-
cure implementation, installation, and operation are major practical
challenges. Furthermore, the factor of human error during policy de-
sign, handling of cryptographic keys, or during parameter choice for
cryptographic algorithms in TLS or WSS, needs to be reduced by poli-
cies and processes in practice.

5.2. Network performance as indicator for usability

Even though a security mechanismworks correctly, overall securi-
ty could be impeded by a lack of usability. If users are not able or not
willing to use the mechanisms, they may find ways to circumvent it.
Many usability criteria are not directly relevant to the design of service
architectures as software artifacts without explicitly designed user
interfaces. However, for architecture design in information retrieval,
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latency is a major usability issue [64,72], and therefore also represents
a challenge for security and privacy measures. In [12], we discovered
that users are willing to accept a higher latency in order to gain
more privacy (in this case via an anonymization network). But, this re-
sult is only valid for a personal context and small increases in latency.
We hypothesize that our proposed security features will gain larger
user acceptance if their latency is comparable to the latency without
using them. In order to investigate this problem, we provide experi-
mental performance evaluations in the following.

5.3. Performance experiments on secure federation

In order to demonstrate the practical feasibility and usability of our
security architecture, performance experiments for federating infor-
mation from a distributed installation of several semantic repositories
were conducted. Each repository was situated in a different domain
and protected by a local SemForce instance. The context of the exper-
iments is the application scenario from Section 3.4 displayed in Fig. 6.
The gathering and federation of information is the task of one special
component of the ASH: the union service. This service is responsible
for contacting remote ASHs in order to query for information, and
for merging the returned answers to a federated information set. For
avoiding performance influences, the union service, which works on
behalf of the user as a first point of contact for a query, was deployed
separately from the SemForce instances on different machines.

Pre-test measurements established that authentication latency for
using Aletheia-SSO is fairly constant in each environment except for
random network conditions; furthermore, since authentication to-
kens can be reused for multiple queries, this step was excluded from
the main experiments, which focus on assessing the performance of
federated SemForce and repository services. The distributed setup
included the following four nodes: Industrial Service Provider (SP),
Logistics Provider (LP), and Partner Company (PC), each represented
by an Amazon Elastic Cloud 2 (EC2) small instance server located in
Ireland. For Request 1, extra large EC2 server instances were used due
to high main memory requirements. The union service was deployed
on an EC2 small instance server; for Request 1 also the extra large EC2
server instance was used. Technical details are displayed in Table 1.

In order to populate the data stores of the different domains in the
experiments with small (1000 instances), medium (10,000 instances)
and large data sets (100,000 instances), classes were extracted from a
real-world ontology of a project partner, replicated, and slightly mod-
ified. This way we assured data consistency for our experiments while
still processing real-world and realistic data. The industrial service
provider maintains the class service, the logistics provider the class
delivery, and the partner company the class job. The class for the in-
dustrial service provider is shown in Turtle notation for RDF with an
exemplary instance in Table 2, while Table 3 displays a fragment of
the corresponding policy.

Each single instance is equivalent to eight triples in the store of the
industrial service provider, seven triples in the logistics provider
store, and six triples in the partner company store. The experiments
were conducted for every possible combination of store sizes in the
Table 1
Configuration of Amazon cloud server instances.

Parameter Small instance Extra large instance

CPU 1 EC2 Compute Unit
(≈1.0–1.2 GHz 2007
Opteron [56])

4 EC2 Compute Units

Main memory/hard drive 1.7 GB/160 GB 15 GB/1690 GB
Platform/operating system 32 bit/Ubuntu 9.10 Server 32 bit/Ubuntu 9.10 server
Web service container Axis2 1.4.1 Axis2 1.4.1
Web application server Tomcat 6.0.26 Tomcat 6.0.26
Java runtime environment 6.20dlj-0ubuntu1.9.10 6.20dlj-0ubuntu1.9.10
three companies. Furthermore, decentralized access-control policies
were used as input for each SemForce PDP. Access-control policies
were defined for each company repository individually, restricting
read access for non-company employees on confidential information.
For example, the property price of the class servicewas denied for em-
ployees of the logistics provider and the partner company, but read-
access to the property date was permitted.

In the first series of experiments, it was evaluated how store size,
its distribution, and the total return-set size of the stores influence re-
sponse time. The total return rate is the percentage of data in all que-
ried stores that is returned by a single request. The response time of
four different requests with different total return rates wasmeasured:
Request 1 returns every allowed triple for the role of an industrial ser-
vice provider dispatcher (extremely high total return rate of ≈90%).
Request 2 filters triples via the date to a certain year for the role of a
logistics provider call center agent (medium total return rate ≈0.4%).
Request 3 filters triples by a certain price for the role of a partner com-
pany technician (low total return rate of ≈0.007%). Request 4 filters
triples by partner for the role of an industrial service provider dispatcher
(no returns). Request 2 can be regarded as a realistic average filtering
request.

In order to reduce random effects, each experiment was con-
ducted five times, and the average of those measurements was
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calculated. The metrics are: First, the overall request duration for the
union service, i.e., the time it takes for the union service to send a re-
quest to all remote semantic information services protected by
SemForce, to receive their answers (in parallel processing), and to
merge them. This duration includes delays due to network traffic.
The other three metrics measure the reaction time of each of the
SemForce-protected information services in the three different do-
mains—Industrial Service Provider, Logistics Provider and Partner
Company—while they respond to the union service requests (exclud-
ing network traffic).

Request 1 queried for almost all data in the small and medium
stores and served mainly as a stress test for the architecture. Each in-
dividual information service processed the request on small stores
within 1 s. For medium stores, the return time was between 17 s
(PC) and 41 s (SP). In addition, it was observed that the union service
produced considerable overhead when merging the return sets. The
largest total return set for Request 1 consisted of approximately
190,000 triples.

For Requests 2–4, Fig. 7a, b, and c, respectively, shows the average
request durations of the union service and SemForce reaction times.
Fig. 7a indicates that Request 2 was executed by the information ser-
vices of small and medium stores within 1 s; on large stores, such as
the 100,000 instances store of the Logistics Provider, the individual
information-service processing took about 10 s with a federated
total return-set size of 9000 triples. Similar observations can be
made for Request 3 displayed in Fig. 7b where only the information
service of the partner company provides a return set. For the large
store (100,000 instances) and total return-set sizes of 210 triples,
the performance of the Partner Company information service was
around 1 s. Requests to smaller store sizes were processed without
notable delay. Fig. 7c describes the outcome for the most restrictive
Request 4, where no return set is given back. The individual informa-
tion services executed the request without notable delay. The federa-
tion by the union service caused an delay of about 2 s.
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Fig. 8 shows the results of the comparison of a protected store
(protected by SemForce)with an unprotected store (without SemForce).
In this experiment, additionalwaiting time caused by SemForce becomes
notable. It ranges from 0.06 s, for small stores, to 6.6 s for large stores.
While this latency overhead is notable, it appears acceptable for practice,
though further user studies will be necessary to confirm this evaluation.

Another experiment investigated the overhead of using TLS to
secure all information service connections. The outcome displayed
in Fig. 9a and b is based on the same experimental setup with store
distributions of SP:1 LP:1 PC:1 for the Requests 1, 2, 3, and 4. The ex-
periments indicate an increase in network latency that varies from
21% to 55%, but can be also regarded as acceptable.

Turning to concurrency, Fig. 9c depicts the outcome of the concur-
rency tests, using the store distribution SP:1 LP:1 PC:1 and Request 1,
while the number of concurrent request is increased from 1 to 20 in
steps of 5. The x-axis shows the durations of each step. The query du-
ration is calculated as the difference of the latest stop (response cal-
culated, response merged) and the earliest start (request arrived) of
the concurrent requests. Here, an important criterion is overall re-
sponse time, which is determined by the response time of the union
service. The results indicate that the response time is linear (or even
below linear) in comparison to the number of requests. Hence, the ar-
chitecture is able to handle and to some extent even profit from par-
allel requests.

6. Discussion

6.1. Contributions

The process of introducing security to a federation of semantic in-
formation services involves several design decisions, as was discussed
in Section 3 and outlined by Fig. 3. We applied this process to Aletheia,
an information federation for product lifecycle management, and
implemented necessary components for the application area of
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industrial service provisioning. These components include SemForce,
a semantic-aware decision and enforcement service for access-
control policies, and Aletheia-SSO for federated identity management
and single sign-on. Distributed experiments on part of our infrastruc-
ture indicated the technical viability of our security architecture,
though the performance of our system in terms of latency could be
still improved. Moreover, we provided a new methodology and orga-
nizational process choreography to design roles and policies for access
control in inter-organizational information federations.

6.2. Limitations and future work

Future research will have to be conducted along both the technical
and organizational dimensions. Concerning technical future work on
our prototype, we will investigate how our components such as the
federating union service and the security components SemForce and
Aletheia-SSO can be made more efficient in terms of latency for en-
hanced usability. In order to improve response time for semantic fed-
erations in general, the use of relational databases for the triple store
could be promising. Concerning communication security for SOA, the
benefits and drawbacks of WSS and TLS in several application scenar-
ios and federation architectures should be systematically investigated.
Further research must also be conducted on designing decentralized
security services and testing them in real-world applications. Impor-
tant topics here include decentralized federated identity management
and certification authorities. Decentralization will also positively im-
pact availability of the federation and its security components. Further
researchwill also have to be conducted on replicationmechanisms for
Request 1
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Request 4
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Fig. 9. (a/b) Impact of transport layer
all components involved in order to provide better scalability and
availability.

An evolving use case for information federations involves continu-
ous queries, for example in order to support stream processing [11].
Continuous queries are queries over data streams that are executed
when new data arrives [39]. Though the presentation of our design fo-
cuses on ad hoc queries, there are only minor modifications necessary
in order to support processing of continuous queries, namely explicit
handling of longer authorization intervals and the extension of
SemForce for new SPARQL dialects such as C-SPARQL [6] by providing
a new plug‐in engine. In C-SPARQL, similar to other approaches [4,10],
the requester can include options indicating the time framewhen data
should be requested. The main change in our design would be to
extend the rule interpreter for checking request times against policy
lifecycles. Furthermore, there is already an option to include time
functions in XACML in order to express lifecycles of policies. Therefore,
we expect no major hurdle in order to provide security for continuous
queries and stream-processing in our approach.

Concerning organizational aspects, it should be investigated how
formal ontologies could be applied to the mapping of business pro-
cess models to access-control policies. We will continue working on
tool support for security processes, and on designing our converter
of process models to policies as a web service. Further usability en-
hancements aim to provide a comprehensive policy-administration
interface to the managers of access-control policies, allowing also
for supporting the necessary inter-organizational communication.
The interorganizational policy-management process should be vali-
dated further by field tests and user studies.
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Abbreviation Extension

Aletheia-SSO Aletheia Single-Sign On
ASH Aletheia Service Hub
BPMN Business Process Modeling Notation
CA Certification Authority
EC2 Amazon Elastic Cloud 2
HTTP Hypertext-Transfer Protocol
LDAP Lightweight Directory Access Protocol
LP Logistics Provider
PAP Policy-Administration Point
PC Partner Company
PDP Policy-Decision Point
PEP Policy-Enforcement Point
PKI Public-Key Infrastructure
RBAC Role-Based Access Control
RDF Resource Description Framework
REST Representational State Transfer
RFID Radio-Frequency Identification
SOA Service-Oriented Architecture
SOAP Simple Object Access Protocol
SAML Security Assertion Markup Language
SP Industrial Service Provider
SPARQL SPARQL Protocol And RDF Query Language
SSO Single Sign-On
SSL Secure Sockets Layer
TCP Transmission Control Protocol
TLS Transport Layer Security
VPN Virtual Private Network
WSS Web Services Security
XACML Extensible Access-Control Markup Language
XML Extensible Markup Language
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Finally, it must be investigated how privacy of information sub-

jects and users of the federation can be protected. Some of our mech-
anisms for access control will be applicable also in this area, but
additional privacy-preserving components should be developed to
achieve anonymity and confidentiality of personal information where
this is demanded by individuals or public policy.

6.3. Practical and managerial implications

Our research has the following main managerial and practical
implications:

1. Information sharing based on service orientation leads to potential
benefits for companies, but only if security is addressed. Without
secure information exchange, companies would refrain from par-
ticipating in a federation. Security was also emphasized by
Demirkan et al. [19] as a major issue for distributed and service-
oriented architectures.

2. Security standards and service orientation should be adopted in
order to enhance interoperability of security mechanisms. The
research presented in this paper closes current research gaps in
security for semantic information federations. Nevertheless the
newly developed components incorporate or offer interfaces to
established security standards. Furthermore, by using service ori-
entation as design principle, our security architecture can be easily
integrated into existing SOA architectures, thus fostering re-
usability and adoption by reducing integration overhead.

3. Design of access control should be conducted as a formal business
process, supported bymanagement, andwith enough time and bud-
get to guarantee policy quality. In the context of an information-
security management process, the following questions must be
answered: (1) Which internal information should be shared with
specific partners in order to realize the anticipated benefits of the
federation? (2) What information is considered confidential and
must be kept internal? Access control should be driven by business
processes, reflecting roles and a need-to-know basis. Studies such
as [66] motivate that RBAC reduces administrative processing time
and reduces the frequency and severity of security violations. Bene-
fits are expected to multiply for cross-company access-control engi-
neering. We described an approach that allows engineering RBAC
policies in a systematic and collaborative way. However, design of
access-control policies, in particular for federations, must be strongly
supported by management. It must be handled with care and suf-
ficient time, since it involves coordination between cooperating
companies.

4. Security mechanisms could introduce new power structures be-
tween companies. Our approach allows to govern the access-
control policies and to implement the security components in a cen-
tralized as well as decentralized way. Both approaches have their
benefits and drawbacks. In a decentralized approach, the individual
domains keep their security sovereignty, whereas in a centralized
approach security could be offered by a trusted third party security
service provider as a service, providing a potential for new business
models. As a guideline, the impact of corresponding power struc-
tures must be investigated before committing to a final design.

7. Conclusion

In this article, we presented a holistic approach for introducing
organizational and technical measures to an information federation.
In particular, we described the design and implementation of secu-
rity measures and processes for federated semantic information ser-
vices. Special emphasis has been placed on reflecting the inter-
organizational and decentralized character of a federation, both in
the security architecture and corresponding process choreographies
for designing access control. An implementation in the context of
the Aletheia project and several experiments show the practical via-
bility of our security infrastructure. In future, we will focus on further
decentralizing important security services such as certification au-
thorities, and investigate the use of semantic technologies not only
as a subject of security but also for supporting security processes.
Moreover, we aim to refine the business processes for security, and
will extend our approach to the field of privacy for information sub-
jects and users of the federation.
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